You can secure a PDF using any of the following security methods:

Add passwords and set security options to restrict opening, editing, and printing PDFs.
Encrypt a document so that only a specified set of users has access to it.

e NOTE: the passwords control who can open the document or change the restrictions, the restrictions cannot
be bypassed using a password. RCC

R. Craig Collins

Note: Security has changed quite a bit since Acrobat 8
(some say it is weaker now...)

Security Policies and options
A document does not need to be open in order to create, edit or delete policies.

Once created, a policy then can be applied to a document, rather than having to manually add the passwords and
features.
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Description Last Edited
7 & Encrypt with Certificate This policy will allow you to require access to a specif.. <not available
¢ & Encrypt with Password This policy will allow you to set an open or modify pa.. <not available>
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Policy Details

Security Method:
Name:
Description:
Encrypted Components:
Type: Audit Document:
Modification Date: Document Expiration Date:
User Password: Owner Password:
Changes: Copying:

Printing: Accessible:




Choose New
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Steps

i 7
% Select the type of security How would you like to protect your documents?

. Security policies are a collection of reusable security settings.
General settings P v 9

Summary ey -
(@) Use passwords

Require a password when opening a document or restrict document rights, such as the ability to edit
or print.

() Use public key certificates
You can use someone's public key certificate to encrypt documents so that only they may open the

document. Certificates can be found in your trusted identities list, or using a directory search.

N Use Adobe LiveCycle Rights Management

Choose Next, then add the following
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Steps
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Select the type of security Enter general ||1formatl|on for this Password Security policy. You must enter at
least the name to continue.

% General settings
Summary (@) Save these settings as a policy

Discard these settings after applying

Policy name: no-print max. 50 Characters

Description:  |Allows copy, and edit, but not print max. 250 Characters

Save passwords with the policy

< Back l[ Next >

Choose Next



Review the screen
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Compatipility: -
Encryption Level: 128-bit AES
Select Document Components ta Encrypt
@ Encrypt all document contents
Encrypt all document contents except metadata (Acrobat 6 and Later compatitile)
Encrypt only file attachments (Acrobat 7 and later compatible)

@ Al contents of the document will be encrypted and search engines will nat be able 1o access the document’s metadata

Rirquire a password 1o gpen the document

Document Open Pagsword:
@ Mo password will be required 1o open this document,
Permissions

Restrict gditing and printing of the document. A password will be required in order 1o change these permission settings.

Change Permissions Password;

Heip L OK Cancel

Notes

1) You may require a password to open the document.

2) The focus of this activity is to limit access in a policy that could be applied to a future document.
3) The Open document password and the Restrict password must be different

Choose under Permissions
[ JRestrict editing...

Enter a password (the password is later disguised).
WRITE DOWN THE PASSWORD FOR THIS POLICY. Recall this policy will ONLY restrict printing.

.-— e F - — .._____ — ﬁ«

Passwaord Security - Settings

Compatibility: IAcrobat 7.0 and later v]

Encryption Level: 128-bit AES
Select Document Components to Encrypt
@ Encrypt all document contents
( T ) Encrypt all document contents except metadata (Acrobat 6 and later compatible)
'T'Encrypt only file attachments (Acrobat 7 and later compatible)

## All contents of the document will be encrypted and search engines will not be able to access the document’s metadata.

[ Require a password to open the document

Document Open Password:

## No password will be required to open this document.

Permissions

1 restrict print
2 allow changes

3 allow copy

Restrict editing and printing of the document. A password will be required in order to change these permission settings.

Change Permissions Password: ‘“ N

Printing Allowed: lNDﬂE k -

Changes Allowed: IAny except extracting pages ~

1
[¥]’Enable copying of text, images, and other content <

Enable text access for screen reader devices for the visually impaired
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Click OK

Adobe Acrobat
-
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i All Adobe products enforce the restrictions set by the Permissions Password.
~ However, not all third-party products fully support and respect these settings.
Recipients using such third-party products might be able to bypass some of the

restrictions you have set.

["]'Do not show this message again;

Click OK

Adobe Acrobat - Confirm Permissions Password . .

===

— will need it to change these settings in the future.

document and bypass the security settings.

i Please confirm the Permissions Password. Be sure to make a note of the password. You

Note: If a Document Open Password is set, the Permissions Password will also open the

Permissions Password:

oK ] [ Cancel

New Security Poli

Steps

Select the type of security
General settings

» Summary

Click Finish

Please review this summary of the information entered for this policy. You must click Finish to save

this information.

Policy Details

Name:

Description:

Encrypted Components:
Type:

Modification Date:
Document Open Password:
Permissions password:
Changes:

Printing:

Copying:

Accessible:

no-print

Allows copy, and edit, but not print
All document content

User

2010.02.09 13:55:31 -06'00"

Mot Required

Required

Any except extracting pages

None

Allowed

Allowed

< Back l l Finish




You now have a policy that can be added to a document.

Lﬂ"New ” |i) copy “ |- view ]it “ il Delete ]L@Favorite ]

Name
¢ &4 Encrypt with Certificate
¢ & Encrypt with Password
"

Show | Al Policies -]

Description Last Edited

This policy will allow you to require access to a specif.. <not available>

This policy will allow you to set an open or modify pa.. <not available>

& no-print Allows copy, and edit, but not print 2/9/2010 1:55:53 PM
[ER] 1]
Policy Details
Security Method: Password Security
Name: no-print

Allows copy, and edit, but not print
Encrypted Components: All document content
User

2/9/2010 1:55:53 PM

Type:
Modification Date:

User Password: Not Required

Owner Password: Required
Changes: Any except extracting pages Copying: Allowed
Printing: None Accessible: Allowed

To add to a document, open a document, choose to Manage Security Policies, click on the ‘no-print’ policy, and select
Apply to Document
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Name Description Last Edited 5
¢ 41 Encrypt with Password This policy will allow you to set an open or modify pa.. <not available>
<% Allows copy, and edit, but not print 2/9/2010 1:
<| 1 3
Palicy Details
Security Method: Password Security
Name: no-print
Description: Allows copy, and edit, but not print
Encrypted Components: All document content
Type:  User
Modification Date: 2/9/2010 1.55:53 PM
User Password: Not Required Owner Password: Required
Changes: Any except extracting pages Copying: Allowed
Printing: Nane Accessible: Allowed
Apply to Document I [ Close
Options
Printing
Printing Allowed: |[None =

Low Resolution (150 dpi)
High Resolution

Changes

Changes Allowed:

Copying

Any except extracting pages

=

None

'Inserting, deleting, and rotating pages

Filling in form fields and signing existing signature fields

Commenting, filling in form fields, and signing existing signature fields

Any except extracting pages

Enable copying of text, images, and other content



Variations on a theme

You could now create several different policies, that do several different jobs (and several different passwords), and
apply multiple policies to various documents.

Therefore, you could allow various users the ability to turn off a policy on a document, make their changes, and then
reapply the policy when complete.

This would require careful record keeping of what users have which password, and what the password controls.

Example:

Policy Name Policy Description Password Who has password?
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